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NOTICE OF MEETING
Notice is hereby given that the next ordinary meeting of an Audit
and Risk Committee will be held on Wednesday 19 March 2025
in the Peramangk Room (Committee Room), 43-51 Tanunda Road,
Nuriootpa, commencing at 3:00pm.

Martin McCarthy

CHIEF EXECUTIVE OFFICER
AUDIT AND RISK COMMITTEE

AGENDA

Welcome by the Chair

1. ATTENDANCE RECORD

1.1  Members Present
Apologies
lan Swan
Not Present
Nil

Leave of Absence

Nil

2. CONFIRMATION OF PREVIOUS MINUTES
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2.1

2.2

3.
3.1
3.2
4.
4.1
4.2
4.3
4.4
5.
Nil
6.
7.

Minutes of previous meetings - for confirmation:

2.1.1 Special Audit and Risk Committee meeting held on Monday 25

November 2024 at 5.00pm
Matters arising from previous minutes

2.2.1 Outcome of Governance Structure Feedback
2.2.2 Update on status of 2023-24 external audit findings

MATTERS FOR INFORMATION

Annual Self-Assessment of Committee Performance
Enterprise Risk and Safety Report - July to December 2024

DEBATE REPORT

Appointment of Acting Chairperson and Nominations for Presiding
Member

Credit Card Statement Review

Budget Review - Quarter 2 for the 2024-25 Financial Year as at 31
December 2024

Updated Long Term Financial Plan - 2023-24 to 2033-34

CONFIDENTIAL AGENDA

URGENT OTHER BUSINESS

NEXT MEETING

To be determined.

CLOSURE

AW

67
74

84
86

89
124
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MATTERS ARISING FROM PREVIOUS MINUTES

221 OUTCOME OF GOVERNANCE STRUCTURE FEEDBACK

Author: Chief Executive Officer
24/109852

As determined by the Committee, Council was presented the feedback on the
proposed Audit and Risk Committee Governance Structure at its November 2024
meeting.

Council has elected to continue with a fully independent committee. The structure
and feedback after 1 year of operation will be reviewed again through the annual
committee survey process and presented to Council.

Recruitment for a further member is underway along with normal processes for one of
the existing members and the independent chair, with these two later positions
concluding their current appointment on 27 January 2025.

ATTACHMENTS

Nil

SUPPORTING REFERENCES

Nil
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MATTERS ARISING FROM PREVIOUS MINUTES

222 UPDATE ON STATUS OF 2023-24 EXTERNAL AUDIT FINDINGS

Author: Manager Financial Services
25/20460

At the 30 September 2024 meeting a report on the interim 2023-24 audit findings from
our external auditor, Galpins Accountants, Auditors and Business Advisors, was tabled.
Nine findings were identified by Galpins, with the following risk ratings attached to
those findings:

High — two
Moderate — six
Low -one

Refer to Attachment 1 for a copy of this report.

The audit completion report provided by Galpins Accountants, Auditors and Business
Advisors to accompany the Barossa Council’'s 2023-24 annual financial statements,
tabled at the 25 November 2024 meeting, also included three moderate rated audit
findings. Refer to Attachment 2 for a copy of this report.

Attachment 3 provides an update on the status of these external audit findings as at
March 2025 for your information and noting.

ATTACHMENTS

Attachment 1 Galpins 2023-2024 FINAL Financial Controls Review Report - 24 July
2024 1

Attachment 2 2023-2024 Final Signed Audit Completion Report from Galpins - The
Barossa Council §

Attachment 3 Status of 2023-24 external audit findings - as at March 2025 4

SUPPORTING REFERENCES

Nil
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Galpins

Accountants, Auditors & Business Consultants

Financial Controls Review

Barossa Council

2023/24 Interim Management Letter
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TheBarossaCouncil

Mount Gambier

www.galpins.com.au
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1. EXECUTIVE SUMMARY
1.1 Background

During our interim audit we perform procedures to gain an understanding of the internal controls in
place relevant to the financial statements and perform tests of design and effectiveness for these
controls. Based on the results of the control testing, we then assess the audit risks to define the
extent and nature of our substantive procedures (e.g. inspection of documents, recalculation,
reconciliation, etc) for our final visit.

In addition to an opinion on the financial statements, section 129 of the Local Government Act 1999
requires auditors to provide an opinion regarding internal controls of councils. This opinion focuses
on Council’s obligations under s125 of the Local Government Act 1999:

“A council must ensure that appropriate policies, practices and procedures of internal control
are implemented and maintained in order to assist the council to carry out its activities in an
efficient and orderly manner to achieve its objectives, to ensure adherence to management
policies, to safeguard the council's assets, and to secure (as far as possible) the accuracy and
reliability of council records.”

The audit opinion is restricted per s129 of the Act to the application of s125 as it relates to financial
internal controls, specifically the controls exercised by the Council during the relevant financial year
in relation to the receipt, expenditure and investment of money, the acquisition and disposal of
property and the incurring of liabilities.

In order to assist the Council in addressing the requirements of s129, we have reviewed a prioritised
list of controls from the better practice model based on our initial audit risk assessment. Further
details about our scope can be found in item 1.2 of this report.

1.2 Objectives and scope

The objectives of our interim audit were to:

= understand Council’s business, business cycles and processes relevant to the financial
statements

= understand the internal controls in place for the areas we consider critical for the audit
of the financial statements

= design internal controls tests for the internal controls identified

= perform the internal controls tests to determine the final risks of material
misstatements in the financial statements to be addressed in our final audit

= review a prioritised list of internal financial controls we consider critical for the purpose
of issuing a controls opinion.

The scope of our audit included a review of internal controls we consider key controls to be in place
for the purpose of addressing the requirements of s129.

Financial Controls Review — Barossa Council
Interim management letter 2024 3
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These key internal controls consist of a prioritised list of controls from the better practice model.
This list was defined based on our risk assessment to determine the key business cycles, and key
risks within these business cycles, that we understand should be the focus of the Council’s control
self-assessment.

The identification of key core controls and key business risks included the following risk assessment
procedures:

Risk review — A review of Council’s inherent risk assessment for internal financial controls.

Financial statement review — A high level financial statement review performed to identify key
accounts and transaction streams.

Internal / external audit results review — The findings and recommendations of internal / external
financial audits are reviewed to identify known areas of weakness, and areas known to be attracting
audit attention.

The key core controls for the following key business cycles have been identified as critical for the
purpose of issuing a controls opinion this financial year:

= Purchasing and Procurement/Contracting
=  Fixed Assets

= General Ledger

= Accounts Payable

= Payroll

= Rates / Rates Rebates

= Credit Cards

= Debtors
= Banking
= Receipting

We have included a list of key controls identified by the audit for these business cycles as an
appendix to this report (see Appendix 1). This list does not represent a complete population of
internal controls that the Council should have in place. There is an expectation that controls not in
this list will still exist and be operating effectively within Council.

The list of controls is only intended to be a guide for Council to prioritise its resourcing in readiness
for the audit opinion, and for the ongoing monitoring of internal controls i.e. it is a risk based listing
of controls which may be desirable for Council to include in its ongoing monitoring program for
internal financial controls.

The list should not be considered a minimum standard — rather, it is a starting reference point for
Council to consider. It is expected that Council will have performed a risk assessment of financial
risks, and given consideration to the need to monitor controls that address High / Extreme risks that
may not be included in this listing.

Financial Controls Review — Barossa Council
Interim management letter 2024 4
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1.3 Category of findings

In order to assist the Council in establishing the overall level of control effectiveness and prioritising
areas for attention, we have provided an overall assessment of the business cycles for which we
have identified performance improvements opportunities (this report is prepared on an exception
basis).

We assessed each business cycle using our risk assessment which was focused on the risk of finding
material weaknesses which could lead to a modified controls opinion in the 2023/24 financial year.
An overall assessment of the risk of a potential modified audit opinion per business cycle is provided
in item 1.5 of this report.

Detailed findings including the controls tested as per the Better Practice Model, findings and
recommendations are provided in section 2 of this report. The individual findings are also rated to

assist the Council in prioritising corrective actions.

The overall assessment of the risk of non-compliance with s125 of the Local Government Act 1999
and the related findings and recommendations were rated as follows:

Category Description

GIEGENE S The issue described could lead to a material weakness in the Council’s internal
WEETGIESIIM controls and non-compliance with s125 of the Local Government Act.

The issue described does not represent a material weakness due to the existence of
compensating controls. However, the failure of the compensating controls or the
existence of any other moderate weakness within the same business cycle may lead
to a material weakness in the Council’s internal controls and non-compliance with
s125 of the Local Government Act.

The issue described is a low risk weakness due to the existence of compensating
controls and/or the failure or absence of the internal controls does not impact

Low Risk significantly on the Council’s financial risk. However, multiple low-level risk
EEIIGESTESN weakness within the same business cycle may lead to a material weakness in the
Council’s internal controls and non-compliance with s125 of the Local Government
Act.

Better
Practice
Weaknesses

The issue described has been included in this report as an opportunity for better
practice.

The Council should also perform its own assessment of priority based not only on audit risks, but
also other risks management considers relevant such as non-compliance with pertinent legislations
and regulations, and reputational risks.

Financial Controls Review — Barossa Council
Interim management letter 2024 5
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1.4 Overall review of the Council’s internal controls

Overall the Council demonstrated a satisfactory level of compliance with the implementation of an
internal control framework consistent with the principles within the Better Practice Model.

During our interim visit we found that the majority of key internal controls reviewed were in place
and were operating effectively (56 out of 65 core controls reviewed).

The principles underpinning the model were used by the Council in the identification of its business
cycles, the establishment of its internal controls and the implementation of its financial risk

management processes.

A summary of the results of our review is provided in the table below:

Business cveles Controls Operating Effectively | 2024 Findings |
y Reviewed 2024 2023 | M

BP
Purchasing & Procurement/Contracting -
Fixed Assets
General Ledger
Accounts Payable
Payroll
Rates / Rates Rebates
Credit Cards
Debtors
Banking
Receipting

N |ur|w|ur|oo| R |oo|oo ||~

SHAIMISIENT NI NI

N(b | wloo|R|o|o|~o

(o]
o
(¢)]

We recommend that Council prioritises the high and moderate risk findings, as failure in
compensating controls addressing the same risk or existence of multiple moderate weakness within
the same business cycle may lead to a material weakness and non-compliance with s125 of the Local
Government Act.

We wish to draw attention to Finding 2.7.1 in relation to issues with the bank reconciliation
process. This matter is considered to be a material control deficiency, and will result in a
modification to our audit opinion on internal financial controls. Further, if the bank reconciliation
is in a similar position as at 30 June 2023, we may have to consider qualifying our audit opinion on
the financial statements in relation to the reliability of reported cash balances.

1.5 Internal Control Self Assessment

As part of meeting its obligations under s125 of the Act, Council performs a self assessment of the
operating effectiveness of internal financial controls, utilising the “ControlTrack” software.

Audit has reviewed the results of this self assessment, and notes that some controls have been
flagged as ineffective which have not been tested as part of our external audit. We wish to
emphasise that it is important that these self-identified control gaps are monitored and addressed,
in the same manner that external audit findings should be.

Financial Controls Review — Barossa Council
Interim management letter 2024 6
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1.6 Summary of findings

Business Cycle Findings
Purchase & Procurement / Contracting | 2.1.1 Instance of exemption from procurement policy not being properly executed -
Fixed Assets 2.2.1 Councils Infrastructure Asset Management Plan does not include sufficient renewal plans H
General Ledger 2.3.1 Alist of IT users with access to key finance modules in CiA cannot currently be exported or reviewed by Finance Management

2.3.2 Some key IT policies / procedures are not up to date

2.3.3 No documented policy / procedure in place for approval of manual journals
Accounts Payable 2.4.1 Accounts Payable staff are not following up with changes in the supplier master file via phone call
Rates 2.5.1 No formal review of Pathway user access and excessive Administrator users
Credit cards Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A
Debtors Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A
Banking 2.6.1 Delays in matching a large volume of miscellaneous reconciling items

2.6.2 ‘Authorised Financial Signatories Register’ not updated to reflect staffing changes
Payroll Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A
Receipting Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A

Financial Controls Review — Barossa Council
Interim management letter 2024 7
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2. DETAILED AUDIT FINDINGS
2.1 PURCHASING AND PROCUREMENT/CONTRACTING

2.1.1 Instance of exemption from procurement policy not being properly executed

Control Council does not obtain value for money in its purchasing and procurement.

Risk Council potentially not obtaining the best value for money in their purchasing.

Finding Recommendations Management Response

Audit tested a sample of seven procurements for compliance with the | Council introduces the use of secure digital | We accept this audit finding and agree that it was

requirements of Council’s Procurement Policy. signatures for the approval of waiver forms | human error that the waiver referred to waiving
(and other digital forms as appropriate). the requirement for three quotes when it should
In one instance, a waiver was used to allow staff to bypass the need to have referred to waiving the requirement for

seek three quotations for a project on the basis that this was a | Where waivers are used, ensure that the nature | open tender, given the value of the purchase.
specialised project with only one known supplier able to provide | of the waiver is consistent with the | We are satisfied that a waiver was appropriate in

materials of a suitable nature and quality. Audit considers this a | requirements of the procurement policy. this instance given there was only one supplier
reasonable basis for an exemption, however noted the following two available to supply the materials required.
issues with this exemption:

1) the project value was between $250,000 to $1,000,000, therefore We agree that it would be better practice for any
requiring an open tender per the procurement policy. The waiver word documents containing electronic signatures
specifically states it is waiving the requirement for three quotes, to be converted to a PDF document after the
not the requirement for open tender. This is assumed to be electronic signature has been attached. An email
human error, with the intent likely to have been to waive all policy will be sent to all staff reminding them of the
requirements and allow a single supplier to be approached. correct process to follow if using electronic

2) The waiver provided to audit is an editable word document with a signatures for approvals.

picture of the approval signature pasted in. Digital approval,
whilst it can be a suitable and efficient form of approval, requires
the use of a proper, secure digital signature (as is available in most
PDF software) to be valid.

Financial Controls Review — Barossa Council
Interim management letter 2024 8
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2.2 FIXED ASSETS

2.2.1 Councils Infrastructure Asset Management Plan does not include sufficient renewal plans

Control

Asset Management Plans for all major asset classes are adopted and reviewed by Council as required by the Local Government Act 1999.

Risk

Fixed Asset maintenance and/or renewals are inadequately planned.

Finding

As part of the mandatory suite of strategic management plans, the
Local Government Act 1999 requires councils to develop and adopt an
infrastructure and asset management plan (IAMP), relating to the
management and development of infrastructure and major assets by
the council for a period of at least 10 years.

Whilst the Council does have an IAMP in place, the projected renewal
spend over the life of the plan lacks sophistication and has not been
used to inform the LTFP. If Council does not have a robust forward plan
for the next 10 years, required asset renewals may not be adequately
planned for. It also reduces the reliability of council’s assessment of its
financial sustainability. Council are currently reviewing the AMP’s and
ensuring alignment with the LTFP, including a robust forward plan for
the next 10 years for required asset renewals.

Importantly, whilst there is a need to develop a more robust 10 year
renewal plan, council does have in place underlying asset management
systems and data to a reasonable standard to be able to inform this
plan. A number of revaluations have occurred in recent years, and
council recently upgraded to the ‘Assetic’ asset management system.
Additionally, council staff have identified factors which lower the risk of
material changes in renewal requirements, such as the quality of soils
and low levels of ground movement increasing expected useful lives,
and council owned quarries reducing construction costs.

Recommendations

Council prioritises the development of a robust
10 year renewal plan for inclusion in the revised
IAMP (currently planned for approval in
September 2024). This renewal plan is used as
the basis for the IAMP, Annual Business Plan
and Long Term Financial Plan (LTFP) to ensure
consistency between key strategic documents.

Management Response

This has been achieved with the updating of the
asset system, alignment of new modelling and
condition assessments along with valuation
reviews being back on track, and will be fully
aligned and assessed as part of the current
strategic review of the asset system. The 2024-
25 LTFP now fully aligns to the current IAMP, and
capability within the new asset system will enable
ongoing annual alignment between the IAMP
modelling and the LTFP. There are no further
actions required in addition to those currently
achieved and embedded in the annual review and
budgeting processes.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.3 GENERAL LEDGER

Control

Access to General Ledger maintenance is restricted to appropriately authorised personnel.

2.3.1 A list of IT users with access to key finance modules in CiA is not reviewed by Finance Management

Risk

General ledger does not contain financial information / Data contained within the general ledger is permanently lost.

Finding

TechOne access can only be provided by the IT department
following HR & Manager approval through the onboarding and
change of conditions workflows. This is also matched to delegations
before IT provides / changes access for a user.

In 2022-23 a TechOne extract reflecting the user ‘roles’ that are
assigned to staff to determine their level of system access was
reviewed by IT staff as part of the annual Financial Internal Controls
Self-Assessment process (managed in ‘ControlTrack’). This extract
did not include details of the ‘functions’ assigned to each user’s
‘role’, required to give a true insight into access rights.

In 2023-24 Council moved to the CiA system. Currently, a list of
users showing their access levels / user rights in key finance
modules cannot be exported. This is due to updates and custom
work through CiA that has resulted in certain reports being
unavailable to view / export. The new ETlI Manager has recently
logged a job in relation to this.

Audit notes that changes to IT access will likely occur as part of the
process of introducing a new Chart of Accounts as at 2 August 2024.

Recommendations

IT continue to follow up with CiA to develop a
solution allowing the export of a list of users with
roles and access rights to key finance modules.

A periodic review is performed by Finance
Management to ensure adequate segregation of
duties in the finance system.

Key areas of access that should be considered in
this review include:

- Administrator access

- Banking

- General ledger

- Payroll

- Accounts payable

- Accounts receivable

- Rates

- Receipting.

Management Response

We accept this audit finding and agree that a
periodic review of user access in the CiA system
should be performed to ensure users continue to
have appropriate access in the system (including
the financial delegations set up in the system)
and incompatible duties are segregated. We will
continue to follow-up with CiA to obtain a listing
of all users with roles and access rights to the CiA
system, and will perform a review annually once
this information has been obtained. A user
access review policy will be developed by ET&I to
govern this process.

There are also other controls not contemplated
that have a real effect on controlling the risks
identified, such as financial delegations, human
resource and IT policies, induction processes,
monthly and quarterly reporting processes, and
other manual controls like payroll checking, along
with normal accounting reconciliations that
oversee the use and input of information, which
should also be taken into account.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.3.2 Some key IT policies / procedures are not up to date

General Ledger policies and procedures are appropriately created, updated and communicated to relevant staff.

Data contained within the General Ledger is permanently lost

Finding
The following Council documents are out of date and overdue for
review:

- IT Disaster Recovery Plan

- Back-up Policy

Additionally, Council’s ‘Business Continuity Plan’, ‘IT Security Policy
Manual’ and ‘End User Security Policy’ are to be reviewed by the
new IT Manager.

We note that these documents have not been updated since last
year, partly due to manager turnover, and that a ‘Back-up’ review is
scheduled to be undertaken in late 2024.

Recommendations

These policies and plans are updated and formally
approved.

Management Response

We accept this audit finding. The Council’s IT
Disaster Recovery Plan and Back-Up Policy will be
reviewed and updated if required. The Council’s
Business Continuity Plan, IT Security Policy
Manual and End User Security Policy will also be
reviewed by the new Manager Enterprise
Technology & Innovation to ensure the
information remains up-to-date and reflects
current practice.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.3.3 No documented policy / procedure in place for approval of manual journals

Control

Journal entry access is restricted to appropriately authorised personnel.

{4

General Ledger does not contain financial information

Finding

All journals processed through CiA are checked and approved by a
different staff member than the one who processed the journal.

However, audit noted that the approver was not always an officer
with higher authority/delegation than the processor.

There is no documented process / policy outlining the journal
approval requirement or guidance on the appropriate approver.

Recommendations

Develop a journal policy / procedure requiring that
journals are independently reviewed and
approved, and providing guidance as to the
appropriate approver (e.g. that journals must be
approved by persons with equal or higher levels of
authority).

Management Response

We accept this audit finding and will develop a
manual journal approval policy outlining who in
the Finance team can approve the posting of
manual journals.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.4 ACCOUNTS PAYABLE

Control

2.4.1 Accounts Payable staff are not following up with changes in the supplier master file via phone call

Requested changes or additions to supplier Masterfile are verified independently of source documentation.

{4

Council is making payments to compromised suppliers.

Finding

email address that they have on file to get in contact via this email to
confirm the change to the bank account or other supplier information.
After this occurs, staff email a ‘new creditor request or update details
form’ and request the supplier to update their payment or other
information. Council staff will only phone suppliers to confirm changes
if they do not receive a response to their email.

This practice exposes council to the potential risk of emails being
fraudulently intercepted and fraudsters posing as suppliers. Such
attacks are common and prevalent in the Local Government sector.

When changes to the supplier Masterfile occur, Council staff rely on the

Recommendations

Suppliers are contacted via phone to confirm

that any changes to the supplier’s details are
correct prior to changes being approved and
updated in the supplier Masterfile.

Management Response

We accept this audit finding. This is currently

occurring on an ad hoc basis, however going
forward we will call all suppliers using the phone
number on file to confirm that any changes to the
supplier masterfile are correct. The Council’s
Purchasing Process will be updated to reflect this.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.5 RATES

Control
and procedures.

2.5.1 No formal review of Pathway system access and excessive Administrator users

Access to the Property master file is restricted to appropriately designated personnel, with a process in place to ensure changes are in line with policies

¢

The property master file does not remain pertinent.

Finding

There is no formal review of user access rights in the Pathway system.
IT has flagged this as an issue in both the current and prior year’s
Internal Financial Control Self-Assessment reports. Responsibility for
this review informally sits with IT, however IT staff have advised that
they do not have the operational knowledge to be able to adequately
access the appropriateness of staff access within Pathway.

There are more than 30 users (an increase over the approximately 30
users noted in 2022-23) who have Administrator access to the property
module within Pathway. In the absence of a clear rationale for this
number of administrators, audit considers this to be excessive.

Additionally, audit has been advised that the practice for allocation of
application permissions for new staff sometimes involves cloning
permissions from old users, and then adding new permissions as
required. Pathway support is outsourced, and unneeded permissions
are reportedly not always cleaned up. This further highlights the need
to perform regular access reviews.

Recommendations

A formal annual review of Pathway access rights
is introduced.

Responsibility for this review is assigned to an
appropriate user group/s (e.g. property and
rating and debtors/receipting departments).

As part of the review process, the number of
Administrator users is reviewed with a view to
minimising the number of administrators based
on need.

Management Response

We accept this audit finding and will formally
review user access to Pathway annually. As part
of this we will review users with administrator
access and will delete this access if not required
for their role at the Council. As identified in our
response to 2.3.1, a user access review policy will
be developed by ET&I to govern this process.

Financial Controls Review — Barossa Council
Interim management letter 2024
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2.6 BANKING

2.6.1 Delays in matching a large volume of miscellaneous reconciling items

Control

Bank reconciliations are performed on a predetermined basis and reviewed by an appropriate person. Any identified discrepancies are investigated.

Risk

Banking transactions are either inaccurately recorded or not recorded at all.

Finding

As at the time of our interim audit in early May 2024, reconciling items
in the bank reconciliation had not been matched and cleared since
August 2023. There was a large volume of unreconciled items (more
than 70 pages in the bank reconciliation report listing in excess of 1,500
line items) totaling around $12 million as at 28th of March 2024.
Uncleared reconciling items dated back as far as September 2023.

Finance staff reported that the backlog in matching reconciling times
occurred following the ‘go live’ date of the new CIA system, which
caused issues in the payroll module requiring diversion of staff away
from bank reconciliation duties. Staff turnover in the finance team
meant that no trained backup person was available to take over the
bank reconciliations. Audit has been advised that resourcing is now
being allocated to the bank reconciliation, and there is an intention to
match all the unreconciled items for 30 June in time for the final audit.

Audit would like to highlight that this should be considered a matter of
priority. The bank reconciliation is a key control providing comfort in
the integrity of the General Ledger, and assists in identification of
potential errors and/or fraud. Audit acknowledges that the value of
unmatched transactions in the bank ledger is similar to the value of
unmatched transactions in the general ledger, suggesting that the
majority of transactions are likely to be reconcilable without issue.

Recommendations

Ensure that reconciling items in the bank
reconciliation are matched by the end of the
financial year.

Allocate resources to the month end bank
reconciliation process to ensure that this
reconciliation is prioritised and completed each
month, including matching of all reconciling
items.

Management Response

We accept this audit finding. This issue came
about due to resourcing issues in the Finance
team during 2023-24. Reconciling items in the
bank reconciliation have now been resolved as at
30 June 2024.

A monthly sign-off process is in place to ensure
all key reconciliations are performed each month
and this will be reviewed by the Manager
Financial Services at the end of each month to
ensure all key reconciliations have been
performed, supporting information attached, and
independently reviewed.

Financial Controls Review — Barossa Council
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Further, the nature of these unmatched transactions appears to be
routine transactions that remain unmatched only as the result of the
processing backlog. However, the legitimacy of general ledger
transactions will not be proven until the reconciliation is actually done.

This matter is considered to be a material control deficiency, and will
result in a modification to our audit opinion on internal financial
controls.

If the bank reconciliation is in a similar position as at 30 June 2023, we
may have to consider qualifying our audit opinion on the financial
statements in relation to the reliability of reported cash balances.

Financial Controls Review — Barossa Council
Interim management letter 2024 16
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and procedures.

2.6.2 ‘Authorised Financial Signatories Register’ not updated to reflect staffing changes

Access to the Property master file is restricted to appropriately designated personnel, with a process in place to ensure changes are in line with policies

The property master file does not remain pertinent.

Finding

A ‘Register of Authorised Financial Signatories’ is maintained and
approved by the CEO, listing all staff who have been resolved by the
CEO to sign off on financial documentation on behalf of Council.

This register was last updated in July 2023. Since this time, some staff
who are listed on the register are no longer employed by Council.

Recommendations

Update the ‘Register of Authorised Financial
Signatories’ to remove staff no longer employed
by Council. In addition to the scheduled annual
review of the register, implement a process to
ensure updates are made when staffing
changes occur.

Management Response

We accept this audit finding and agree that the
Register of Authorised Financial Signatories is
required to be updated to reflect current staffing
in the Finance team.

Financial Controls Review — Barossa Council
Interim management letter 2024
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APPENDIX 1 - CRITICAL INTERNAL FINANCIAL CONTROLS

Financial Controls Review — Barossa Council
Interim management letter 2024

ltem 2.2.2 Page 22



Audit and Risk Committee Meeting 19 March 2025
Attachment 1

Galpins Barossa Council

Purchasing and Procurement

Risks
R1 Council does not obtain value for money in its purchasing and procurement.
R2 Purchase orders are either recorded inaccurately or not recorded at all.
R3 Purchase orders are made for unapproved goods and senivces.
RISKS Control Control Type

Council has a Procurement Policy that provides direction on acceptable methods and the process for procurement
R1 activities to ensure transparency and value for money within a consistent framework, with consideration of any Core
potential conflicts of interest.

Employees must ensure all purchase orders are issued in accordance with Council’s Procurement Policy and

R1 ; ) . . L Core
approved in accordance with the Delegations of Authority and other relevant policies

R3 Purchase order numbers are either system generated and/or sequentially numbered. Core

R3 R2 There is a process in place to ensure all inwices for payment are matched to relevant source documents such as Core

purchase orders where applicable and are in line with Procurement Policy guidelines.

CONTRACTING

Risks
R1 Council is not able to demonstrate that all probity issues have been addressed in the Contracting process.
R2 Council does not obtain value for money in relation to its Contracting.

RISKS  Control Control Type

R1 Council maintains a current contract register. Core

R2 Tender Documents are kept securely. Core

There are robust and transparent evaluation and selection processes in place to engage contractors where

R1 ) . . -
relevant in accordance with the Code of Conduct, Conflict of Interest and Procurement Policy.

Core

Financial Controls Review — Barossa Council
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FIXED ASSETS

Risks

R1 Fixed asset acquisitions, disposals and write-offs are fictitious, inaccurately recorded or not recorded at all. Fixed Asset Register
(FAR) does not remain pertinent.

R2 Fixed assets are inadequately safeguarded.

R3 Fixed Assets are not valued correctly initially or on subsequent revaluation.

R4 Depreciation charges are either invalid, not recorded at all or are inaccurately recorded which includes inappropriate useful lives
and residuals.

R5 Fixed Asset maintenance and/or renewals are inadequately planned.

RISKS  Control Control Type

All fixed asset acquisitions and disposals are approved in accordance with Delegation of Authority and relevant

R1 . T Core
Procurement and Fixed Asset Palicies.
Asset Management Plans for all major asset classes are adopted and reviewed by Council as required by the

R5 Core
Local Government Act 1999.

R1 Asset register calculations are reviewed for accuracy. Core

R4 Depreciation charges are calculated in accordance with the asset accounting policy and compliant with relevant Core
accounting standards, including the useful life, depreciation method and residual values.

R1 Maintenance of the fixed asset register is limited to appropriate staff with consideration to segregation of duties. Core

Rl Reconciliation of fixed assets to the General Ledger is performed in accordance with schedule of review or Core
procedure.
Relevant staff review useful lives, residuals, valuations, depreciation methodology and test for impairment to

R3 ensure that methods used are still appropriate and significant changes are incorporated into Asset Management Core
Plans

R1 There is a process in place for the verification of fixed assets which is reconciled to the FAR. Core

Financial Controls Review — Barossa Council
Interim management letter 2024
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GENERAL LEDGER

Risks
R1 General Ledger does not contain accurate financial information
R2 Data contained within the General Ledger is permanently lost.
RISKS Control Control Type
R1 R2  Access to General Ledger maintenance is restricted to appropriately authorised personnel. Core
R1 All balance sheet reconciliations are reviewed by a person other than the preparer at least annually. Core
R1 All journals, including manual entries, identify date posted, narration, author, journal and posting Core
reference.
R1 R2 Financial data is backed up and stored offsite. Core
R1R2 General Ledger policies and procedures are appropriately created, updated and communicated to Core
relevant staff.
R1 Journal entry access is restricted to appropriately authorised personnel. Core
R1 Reconciliation of all balance sheet accounts is completed in accordance with a schedule of review @e
and/or procedure.
R1 There is a process in place to review actual vs budget and significant variances investigated. Core

Financial Controls Review — Barossa Council
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ACCOUNTS PAYABLE

Risks

R1 Accounts payable amounts and disbursements are either inaccurately recorded or not recorded at all.

R2 Credit notes and other adjustments to accounts payable are either inaccurately recorded or not recorded at all.

R3 Disbursements are not authorised properly.

R4 Accounts are not paid on a timely basis.

R5 Supplier master file data does not remain pertinent and/or unauthorised changes are made to the supplier master file.

RISKS Control Control Type

R5 Access to the supplier masterfile is restricted to authorised staff Core

R3 All invoices and payment requests are approved in accordance with relevant policies and/or Core
Delegations of Authority.

R1 Payments are endorsed by relevant staff separate to the preparer, who ensures that they are paid to BIC
the correct payee.

R1 Payments are verified to appropriate supporting documentation and are in line with Delegations of Core
Authority.

RS Recorded changes to the supplier master file are compared to authorised source documents to Core
ensure that they were input accurately.

R4 Relevant staff to review aged payables listing on a predetermined basis and investigate where Core
appropriate.

RS Requested changes or additions to supplier masterfile are verified independently of source Core
documentation.

R2 Separation of Accounts Payable and Procurement duties. Core

Financial Controls Review — Barossa Council
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RATES / RATES REBATES

Risks

R1 Council does not raise the correct level of rate income.

R2 Rates and rate rebates are either inaccurately recorded or not recorded at all.

R3 The Property master file data does not remain pertinent.

R4 Rates are not collected on a timely basis.

RISKS Control Control Type

R3 Access to the Property master file is restricted to appropriately designated personnel, with a process in place to Core
ensure changes are in line with policies and procedures.

R2 All rate rebates and adjustments including write offs are appropriately authorised, with reference to Delegations of Core
Authority and source documents.

R2 Annual valuation update is balanced prior to the generation of rates; all mismatches resolved prior to finalising rate Core
generation.

R? Employees responsible for processing rate payments and rebates cannot process their own payments or rebates Core
unless the transaction is approved by someone independent of the process

R4 There is a Process in place to ensure that rates are collected in a timely manner and overdue rates are followed Core
up.

R1 Rates are automatically generated by the rate system, including the calculation of rate rebates and other Core
parameters as applicable.

R2 Rates are generated and tested for accuracy of calculation methodology prior to the rates billing run. Core

R1 There is a rating policy in place that is reviewed annually that provides clear guidance on rating methodology and Core
relevant rebates and remissions in line with legislation.

Financial Controls Review — Barossa Council
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Risks

CREDIT CARDS

R1
R2
R3

Credit Cards are issued to unauthorised employees.
Credit Cards are used for purchases of a personal nature.
Credit Card limits are set at inappropriate levels.

RISKS

R2

R1

R3

R1 R3

Control

Cardholders must check their statement to ensure all transactions are correct and identify any
transactions of a personal nature which must be reimbursed to Council.

Credit card holders sign a declaration confirming compliance with Council policy and procedures prior
to the Credit Card being released.

There is a process in place to approve all credit card transactions to ensure compliance with the
policies and procedures covering credit card usage.

There is a process in place to ensure credit card limits and usage is reviewed for operational
efficiency.

There is a process in place to ensure there are appropriate approvals prior to the issuing of Credit
Cards and limits.

Control Type

Core

Core

Core

Core

Core
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DEBTORS
Risks
R1 Debtors are either inaccurately recorded or not recorded at all.
R2 Debtors are either not collected on a timely basis or not collected at all.

RISKS  Control Control Type
Debtor’s reconciliation is performed on a regular basis to the General Ledger and reviewed by an Core
appropriate person.

Relevant staff reviews debtors ageing profile on a regular basis and investigates any outstanding
. . L Core
items, and considers provisions for doubtful debts.

R1 The organisation maintains a Debt Collection Policy and/or procedure. Core

BANKING
Risks
R1 Banking transactions are either inaccurately recorded or not recorded at all.

R2 Fraud (i.e. misappropriation of funds)

RISKS Control Control Type

R1 Access to EFT Banking system is restricted to appropriately designated personnel. Core

Bank reconciliations are performed on a predetermined basis and are reviewed by an appropriate person. Any

RLR2 identified discrepancies are investigated. Core
R2 Cash transfers between bank accounts and investment bodies are undertaken by appropriate staff. Core
R2 There is a process in place to ensure all cash collected is adequately recorded and banked regularly. Core
R2 There is a process in place to ensure all cash, blank cheques and/or cheque signing machine are adequately Core

safeguarded.
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PAYROLL

Risks
R1 Payroll expense is inaccurately calculated.
R2 Payroll disbursements are made to incorrect or fictitious employees.
R3 Time and/or attendance data is either invalid, inaccurately recorded or not recorded at all.
R4 Payroll master file does not remain pertinent and/or unauthorised changes are made to the payroll master file.
R5 Voluntary and statutory payroll deductions are inaccurately processed or without authorisation.
R6 Employees termination payments are not in accordance with statutory and enterprise agreements.

RISKS  Control Control Type

R5 All calculations for generating payroll payments are verified for accuracy. Core

Payroll system generates audit reports detailing all payroll changes and there is a process in place to

R2 ) " ) Core
ensure all changes are reviewed and verified against source documents.

R3 Relevant staff are required to complete timesheets and/or leave forms, authorise them and have BIE
approved by the relevant supenisor.

R4 The ability to access, modify or transfer information contained in the payroll master files is restricted Core
to authorised staff.

R2 The payment for the payroll must be reconciled to a system generated report detailing amount and BIE
employee prior to payment.

R1 R3 There is a process in place to ensure accurate data entry of payroll source documents. Core

There is a process in place to ensure employees are not added to the payroll masterfile, nor details
R2 amended or amounts paid without receipt of the appropriate forms which have been authorised by Core
relevant staff.

R1 R3  There is a process to ensure all overtime is verified and approved by relevant appropriate staff. Core

R2 R6  There is a process to ensure an independent review of proposed payroll payments by authorised staff. Additional

There is a segregation of duties from those preparing the payroll to those responsible for preparation of

. Core
source documents (e.g. timesheets, leave requests etc).

Time recording and attendance exceptions such as TOIL or flexitime are based on relevant

. . . . Core
policies/agreement are identified, monitored and corrected.
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RECEIPTING
Risks
| R1 Receipts are either inaccurately recorded or not recorded at all. |
RISKS  Control Control Type
Receipt transactions are reconciled to the daily takings and out-of-balance banking is corrected e
promptly.
R1 There is a review process for the authorisation of the reversal of transactions. Additional

Financial Controls Revi